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Pirates will always choose the cheapest, 

easiest to capture, and most scalable

service to source from



• Conventional broadcast receivers – cable, DBS/DTH

• OTT and TVE

• Hybrid broadcast receivers

• Home gateways

Consider every device a potential source



• Transmitted content is encrypted

• Key handling remains secure (good CA/DRM in place)

• The above is true for all platforms carrying the same 
content

Assumptions



Subscriber-level / 
transactional watermarking 

is the general solution



However……



Watermarking attacks are real!
How robust is your chosen solution?



• Robustness of the integration

• Robustness of the watermark

• Integrity of the payload

Three principles of watermark security



Types of attack
Implementation

Request manipulation

Visual effects

Sequence shuffling

Comparison/mixing (types of collusion)



Sequenced variation



Request manipulation (A/B variant)

• Variant validation
• Differential keying (proprietary CDM)

• Secure client-side code



Request manipulation (A/B variant)



Bitstream substitution (broadcast head-end watermark)

• Specific chipset support (secure 
access to bitstream in decode 
pipeline)

• Hardened client device



Bitstream substitution (streamed)

• Secure client-side code
• Possibly specific chipset support



Sequence shuffling

HDMI
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Composited overlay



Comparison / mixing

Collusion 
device









• Has the system / technology been deployed at scale in 
a comparable market, and has it actually been activated 
/ is it in use?

• How has it fared against known in-the-wild attacks?

• Does the supplier actively research and test against 
attacks, and what is their action plan to maintain 
robustness?

Questions to ask:



Any questions?


